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Introduction
The purpose of our research is the compilation of a fundamental
theoretical framework theoretical framework to be used for formally
defining the information security concepts.
There are two main sources the theory presented here is based
upon. The first is represented by Pfitzmann and Hansen’s consolidated proposal that provides formal definitions for the main concepts
in information security. The second is a formal multi-agent systems based theory initially used by Halpern and O’Neill for defining
anonymity and later used by Tsukada et. al. in order to extend the
set of formal definitions. The literature that deals with formalising
security protocols is significantly broader.
The thesis is divided in three sections. The first one compiles
an epistemic logic that extend the one developed by Halpern and
O’Neill. The second provides a means of quantifying the definitions
for security properties via plausibilistic entropy. The last indexes the
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qualitative and quantitative definitions for the formalised security
properties.

1
1.1

Qualitative Approach
Entities

The fundamental entities that we use are the multi-agent systems
(MAS), the protocols, the runs, and the points that are next to be
introduced:
Definition 1.1 (MAS). An multi-agent system is a triple
S = (Ag, G, Act)
with:
Ag = {A1 , A2 , . . . , An } is a non-empty finite set of agents, capable
of storing and processing information. All the information and
agent A has access to at a certain moment is stored in its local
state, lA ∈ LA , where LA is the set of all the states agent A can
have. Occasionally it is useful to consider the environment, E,
to be a special agent in Ag, in which case all the other agents
are regular agents;
G = LA1 × LA2 × · · · × LAn is the set of all the global states of
the system. Any g = (lA1 , lA2 , . . . , lAn ) ∈ G is a global state
that tuples all the local states of the agents in Ag at a certain
moment;
Act = {a1 , a2 , . . .} is a set of actions. Actions are initiated by the
agents and are defined by the changes they introduce in the
global state of the system. ActA is the set of actions that can be
performed by agent A. Obviously ActA ⊆ Act for all A ∈ Ag.
Definition 1.2 (protocol). A protocol for agent A in a MAS S is a
function PA : LA → 2ActA defining the set of actions that an agent
can take from any of its local states.
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If such is the case that every local state allows one and only one
action to be executed by the agent then the protocol is deterministic.
Definition 1.3 (run). An run is a function r : T → G defined over
a set, T , that we call time over the set of the global states of an
agent.
Definition 1.4 (point). If r is a run and m an element in T then
a point is a pair (r, m). Every point corresponds to a global state
r(m) = g ∈ G. By rx (m) = lAx ∈ LAx we refer to the x indexed
component of the global state r(m).
If R is a non-empty set of runs then by ℘(R) we identify the set
of all the points in R.
1.1.1

Local State Structure

Our approach is that the local state of an agent is created by representations and determiners. The representations encode relations
about the environment the agent evolves in thua allowing it to reason about its current context. Representation examples could be:
“message m was transmitted” or “the authentication was successful”. As we will be able to see the representations can be further
structured in formulas with various interpretations. Depending on
the interpretations an agent assigns to formulas it can take different
actions. The determiners are nothing but the rules the agents use
that allow the association between the local states of the agents and
the actions they initiate.

1.2
1.2.1

An Epistemic Logic
Syntax

The concepts introduced so far allow us to introduce the syntax of
an epistemic logic over the local state of an agent. The syntax is
recursively defined over a set Φ of representations belonging, ultimately, to the system and a set of connectors: negation (¬) and
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conjunction (∧), modal operator for knowledge (K), and also group
modal operators everybody knows (E), common knowledge (C) and
distributed knowledge (D). For specifying precedence parentheses
will be used.
Definition 1.5 (syntax). If Φ is a set of representations then the
set of formulas that can be defined over it is recursively defined by
using the following rules:
1. if p ∈ Φ then p is a formula;
2. if ϕ is a formula then (ϕ) is a formula;
3. if ϕ is a formula then ¬ϕ is a formula;
4. if ϕ and ψ are formulas then ϕ ∧ ψ is a formula;
5. if ϕ is a formula then KA [ϕ] is a formula;
6. if ϕ is a formula then EA [ϕ] is a formula;
7. if ϕ is a formula then CA [ϕ] is a formula;
8. if ϕ is a formula then DA [ϕ] is a formula.
A ∈ Ag is a symbol identifying an agent and G ∈ 2Ag is a symbol
identifying a group of agents.
1.2.2

Semantics

Definition 1.6 (interpreted system). An interpreted system is a
tuple I = (S, P, R, π) with S, P and R having the previously defined
meanings and π is a point dependent interpretation associating truth
values to all the representations p ∈ Φ in the system: (π(r, m))(p) ∈
{true, f alse}.
Definition 1.7 (truth values for formulas). Given the interpreted
system I and G a group of agents, the truth value of a formula ϕ in
point (r, m) is recursively defined in the following way:
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1. (I, r, m) |= p iff (π(r, m))(p) = true
2. (I, r, m) |= ¬ϕ iff (I, r, m) 6|= ϕ
3. (I, r, m) |= ϕ ∧ ψ iff (I, r, m) |= ϕ and (I, r, m) |= ψ
4. (I, r, m) |= KA [ϕ]
iff (I, r0 , m0 ) |= ϕ for all (r0 , m0 ) ∈ KA (r, m)
5. (I, r, m) |= EG [ϕ]
iff (I, r0 , m0 ) |= ϕ for all (r0 , m0 ) ∈

S

A∈G

KA (r, m)

6. (I, r, m) |= CG [ϕ] iff (I, r, m) |= EG [EG [· · · EG [ϕ] · · · ]]
7. (I, r, m) |= DG [ϕ]
iff (I, r0 , m0 ) |= ϕ for all (r0 , m0 ) ∈

T

A∈G

KA (r, m)

The meaning of the KA (r, m) notation is that of specifying a set
of states accessible to the agent starting from a certain local state.
Even more, our approach is based on the fact that over the local
states of an agent an equivalence relation can be defined, whose
nature will be discussed later in the chapter.
1.2.3

Local State Structure (cont.)

The first thing to be discussed is the nature of the π-interpretations.
We are considering two types of π-interpretations: κ ad β. The κinterpretations are decided at the system level and their truth value
is absolute. They correspond to the validity of the representations.
The β-interpretations are truth values chosen by the agents for the
representations in theis local states. β-interpretations correspond to
the agent related truth of the interpretations.
The evolution of the agents and, implicitly, of the system they define exclusively depends on the actions they take. Without a causal
relation between the local state of an agent and its behaviour there
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will be no point in studying the local state. Therefore, our premiss is that the representations the agents have are essential in our
approach.
As previously discussed, the representations can be grouped to
build formulas to which the agents can assign truth values. We
consider that the agent interpreted formulas are used by the agents
in selecting the actions they take.
Essentially, an action a is defined by the set of changes that it
introduces in the representations of the system between two points.
For simplicity, we will consider that only agents can initiate actions
and that any action is associated to an agent.
Definition 1.8 (action determination). Given an action a and a
formula ϕ, we use θ(ϕ, a) to note that the set of changes introduced
by a may be operated between two points p1 = (r, m1 ) and p2 =
(r, m2 ) of the same execution if and only if the formula ϕ is evaluated
by an agent to be true in point p1 . θ(ϕ, a) is a determiner of action
a.
A dichotomic classification of the actions divides them in internal
and external.
Definition 1.9 (external and internal actions). An action is internal if it changes the local state of the agent that initiated it and external if it changes the local state of at least another agent. By state
change we understand any modification that appears in the structure
of the representations of an agent or the interpretations it associates
to these representations.
Pragmatic-wise, the main factor that differentiates the two types
of actions is the cost. Thus, it is considered that internal actions
have a significantly lower (negligible even) compared to the external actions. To adopt an efficient behaviour, the agent will prefer
operating internally until obtaining a formula to be used for acting
externally.
Depending on the type of associated interpretation and the type
of action the formulas can be categorised as: beliefs, knowledge, hy6

potheses, convictions, and certainties. Thus beliefs are β-interpreted
formulas based on which the agent decides to act while knowledge
are κ-interpreted formulas. The hypotheses are formulas an agent
bases its strictly internal actions while convictions are formulas used
to determine external actions. Finally the certainties are beliefs for
β and κ interpretations are identical and therefore, every time the
agent acts on them the expected result is guaranteed.
Representations
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Figure 1: The structure of the local state of an agent
By this approach we suggest a way of dealing with the logical
omniscience problem in modelling cryptographic protocols. If the
cost associated to inference is not taken into consideration then we
can consider that an agent has instantaneous access to all the logically deduced consequences based on its local state. This approach
is not realistic since many cryptographic primitives are based exactly
on the cost of computation. By introducing definitions for bounded
equivalence between local states our approach allows the modelling
of this aspect.
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1.2.4

Local State Equivalence

If we think of all the points of an MAS we realise that we cannot
always bijectively map the global states of the system to every local
state. It is possible, for instance, that an agent A had the same
local state in two or more different global states. Since A only has
access to its local state it will be impossible to differentiate between
the aforementioned local states thus considering both of them to be
possible. The two states will be indistinguishable for agent A.
Definition 1.10 (indistinguishability [10]). Given S an MAS with
a protocol P, a set of runs R, an agent A and a point (r, m), the set
of all the points in ℘(R) that A thinks that are possible in (r, m) is
0
KA (r, m) = {(r0 , m0 ) ∈ ℘(R) | rA (m) = rA
(m0 )}

an be referred to as the agent information set.
Two points are indistinguishable for agent A if they both belong to
the same agent information set KA (r, m). We will also use (r, m) ∼A
(r0 , m0 ) to symbolise this.
In the current form, the equality is not unambiguously defined.
In the following we present two approaches for defining the equivalence of the local states and also dome implications.
Definition 1.11 (extrospective equivalence). Given S an MAS with
a protocol P, two local states l1 , l2 ∈ LA belonging to the same agent
A are extrospectively equivalent, l1 ≡ext l2 , if the following two
properties are satisfied:
• PA (l1 ) = PA (l2 );
• if l10 and l20 are reached from l1 and l2 respectively by taking
identical sequences of external actions then PA (l10 ) = PA (l20 ).
PA (l) is limited to external actions only.
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Observaie: We call this equivalence extrospective because it takes
into consideration only the agent’s behaviour that is ‘visible’ by another agent – only the actions that are capable of changing some
other agent’s state. Intuitively, if two local states lead to identical
sequences of actions the the two states are equivalent.
Definition 1.12 (introspective equivalence). Given S an MAS with
a set of runs R, we say that two local states l1 , l2 ∈ LA belonging
to the same agent A are introspectively equivalent, l1 ≡int l2 , if the
following two properties are satisfied:
• (∀ ϕ) ϕ ∈ det(l1 ) ⇔ ϕ ∈ det(l2 );
• (∀ϕ) l1 |= ϕ iff l2 |= ϕ.
Only β-interpretations are considered in this definition. det(l) identifies the set of determiners (Definition 1.8) contained in the local
state l.
Observaie: We call this equivalence introspective because it only
takes into consideration the information available to the agent. Usually only the agent itself has access to this kind of information.
Theorem 1.1. For deterministic agents that only use valid interpretations (β = κ) introspective equivalence implies extrospective equivalence.
A first problem to be analysed is that of proving state equivalence. Even when using exclusively valid interpretations (β = κ) the
extrospective equivalence is difficult to prove. A generic approach
would be that of profiling agent behaviour and evaluating the agents
based on these profiles (it tries to insert the password for 10 times –
it is probably an unauthorised access). Because introspective equivalence implies the extrospective equivalence in this particular case,
the architect of a security protocol could try to extensively check all
the situations that can appear in a system by logical inference.
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The following issues are related to the identification of all the
variables that can be considered and, also, to the costs of the computation (that can exponentially grow with the size of the system). To
tackle the problem of the computational complexity we suggested the
employment of cost bounded definitions of the two types of equivalence. Thus the extrospective equivalence can be defined taking
into consideration finite sequences of actions in order to decide the
equivalence of states while introspective equivalence (or rather the
non-equivalence) can be decided by a limited number of inferential
steps. Probabilities can be used in finding appropriate limits.
1.2.5

Reasoning

The following result shows that the epistemic logic that we use is
compatible with a KDT45 inferential system that also has the conjunctivity property:
Proposition 1.1. In a β = κ-interpreted system I the K modal
operator has the following properties:
C: (I, r, m) |= KA [ϕ] ∧ KA [ψ] iff (I, r, m) |= KA [ϕ ∧ ψ];
K: (I, r, m) |= KA [ϕ] ∧ KA [ϕ ⇒ ψ] then (I, r, m) |= KA [ψ];
D: (I, r, m) |= ¬KA [ϕ ∧ ¬ϕ];
T: (I, r, m) |= KA [ϕ] then (I, r, m) |= ϕ;
4: (I, r, m) |= KA [ϕ] then (I, r, m) |= KA [KA [ϕ]];
5: (I, r, m) |= ¬KA [ϕ] then (I, r, m) |= KA [¬KA [ϕ]].
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2

Quantitative Approach

2.1

Plausibility Spaces

Plausibility spaces are a generalised approach for representing uncertainty.
Definition 2.1 (plausibility spaces and measures). A plausibility
space is a tripe (Ω, F, ν) with:
• Ω – the set of all possible outcomes;
• F is a (sigma-)algebra over Ω;
• ν is a plausibility measure matching to every element in F a
value from D (a partially ordered set by ≤ relation and containing to special elements > and ⊥ with ⊥ ≤ d ≤ >, ∀d ∈ D)
— ν has the following properties:
1. ν(∅) = ⊥;
2. ν(Ω) = >;
3. if F1 , F2 ∈ F with F1 ⊆ F2 then ν(F1 ) ≤ ν(F2 ).

2.2

Plausibilistic Entropy

What we are interested in is the identification of a global measure
for the degree of uncertainty in a plausibilistic space. To do this
we modelled both the concept of entropy introduced by Shannon for
probabilistic settings and the way this concept was built.
Shannon entropy is defined to be a function H(p1 , p2 , . . . , pn )
with the following properties:
1. H is continuous in pi .
2. If all the pi are equal, pi = n1 , then H is a monotonic increasing
function of n. With equally likely events there is more choice,
or uncertainty, when there are more possible events.
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3. If a choice [can] be broken down into two successive choices,
the original H should be the weighted sum of the individual
values of H.
Finally, a theorem is proven showing that the only H satisfying the
three above assumptions is of the form:
H = −K

n
X

pi log(pi )

i=1

where K is a positive constant.
We started elaboration of plausibilistic entropy formula with a
set of properties the new concept should satisfy:
1. any two plausibility structures must be comparable regardless
of their dimensions or complexities;
2. if all the n elements of a plausibility space (short of > and
⊥) have the same plausibility then the entropy should be a
monotonic increasing function of n;
3. The entropy of a plausibility structure represents the amount
of uncertainty in that structure, the more variants at any level
the greater the entropy.
The process of elaborating the formula was supported by three
particular cases shown in Figure 2. For each pair we considered the
preferable structure for an agent having to make a decision. The
righthand side was always selected:
A. because of the smaller number of choices;
B. the number of choices must be considered relative to the layer
and not to the entire structure;
C. the number of choices is not strictly related to the size of the
structure.
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A

B

C
Figure 2: For each pair of structures, which would be preferable for
an agent that has to make a decision?
After the analysis we came with the following definition:
Definition 2.2 (plausibilistic entropy). Given D a normalised1
plausibility space/structure the plausibilistic entropy of D is the sum
of the average amounts of choice per layer divided by the number of
elements in D:
P +
!
l−2
P v∈Lk dD (v)
−1
|Lk |
Ĥ =

k=0

n

where:
l is the number of layers in D (> and ⊥ containing layers included);
Lk is the set of elements in layer k;
1 edges

that can be introduced based on transitivity are eliminated
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Figure 3: A step by step example for calculating the plausibilistic
entropy
d+
D (v) is the number of edges emerging from v;
n is |D|, the number of elements in D.
In this case | · | represents the number of elements in a set.
The properties that can be derived directly from this definition
are summarised by the following proposition:
Proposition 2.1. Given a family of all plausibility structures with
the same order n:
a. the total order (or chain) has the minimal plausibilistic entropy
Ĥ = 0;
b. having established a fixed layer structure for D – the number of
layers and the number of nodes in each layer –
(|L0 |, |L1 |, . . . , |Ll−1 |), the plausibilistic entropy is minimised
when any two consecutive layers are minimally connected and
maximised when any two consecutive layers are maximally connected:
l−2
P
k=0






|
−
1
max 1, |L|Lk+1
k|
≤ Ĥ ≤ 1 −

n
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l
;
n

c. the plausibilistic entropy of the fully connected structures strictly
decreases when the number of layers increases;
d. the flat structure has the maximum entropy: Ĥn = 1 − n3 ;
e. any other structure (neither chain nor flat) has an entropy Ĥ ∈
(0, Ĥn ).
Consequently the following result characterises the values plausibilistic entropy can have:
T
Proposition 2.2. For any finite structure D, Ĥ(D) ∈ [0, 1) Q.

2.3

Plausibilistic Entropy vs. Shannon Entropy

A comparison between the plausibilistic entropy and Shannon entropy is summarised in Figure 4 and Table 1. This will be accompanied by a result stating the structural similarity between the two
entropies
Proposition 2.3. For finite probability spaces increasing the number of layers on a fixed size distribution leads to a decrease in the
maximal entropy that can be obtained by that structure.
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Figure 4: A visual comparison between the maximal entropy variations for a n size structure.
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P
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P

 v∈Lk

|Lk |

k=0

Ĥ =
Domain
(discussed
here)
Codomain
Maximum
entropy
structure
Maximum
entropy
value
Minimum
entropy
structure
Minimum
entropy
value

d+
(v)
D


− 1

H = −K

n
X

pi log(pi )

i=1

n
finite plausibility
structures

discrete probability
distributions

[0, 1)

[0, +∞)

flat structure

uniform probability
distribution

1−

3
n

−log

 
1
n

chain structure

{1, 0, . . . , 0}

0

0

Structural
correlations
(fixed size
structures)

for fully connected
structures entropy strictly
decreases if the number of
layers increases

Applicability

when obtaining the
actual probability values is
impossible or too expensive

the maximal value of the entropy
that a structure can obtain
decreases when the number
of layers increases
whenever we have enough
information to make educated guesses regarding the
probabilities

Table 1: A properties based comparison between entropies.
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3

Taxonomy

This chapter includes a set of formal definitions for main concepts
in information security. For identifying the concepts we took [14]
as reference. The formalisations are based on the theory exposed in
the previous chapters. The full list of the properties can be found
in Figure 5.

U nlinkability, U ntracebility




U ndetectability, U nidentif iability



U nobservability

Secrecy
 minimal


 Anonymity

group



 P rivacy
role interchangeability

Linkability, T raceability




 Detectability,
 Identif iability
Authenticity
 maximal
Onymity


group


 Identity 
role noninterchangeability

Figure 5: Concepts used in information security.
Pfitzmann and Hansen identify eight main concepts that we summarised in Table 2.
Relative to the formalisation of the concepts in Figure 5 we can
say the formalisation of the concept of secrecy has been performed
by Halpern and O’Neill n [10]. The same authors also provided qualitative and quantitative formalisations (based on probability theory)
for minimal anonymity and group anonymity in [9]. Tsukada et. al.
[20] formally define role interchangeability and all properties related
to privacy, onymity and identity. The same group of researchers
also provide a first definition for linkability.
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anonymity
identifiability
pertains the ability of the attacker to identify the subject
within a set of subjects
unlinkability
linkability
pertains the ability of the attacker to relate two items of
interest (IOI)
undetectability
detectability
pertains the ability of the attacker to identify the very existence of an IOI
unobservability
observability
combines the ability of an IOI not to be detectable by a
involved subjects together with the reciprocal anonymity
of the involved subjects
Table 2: Overview of the main security properties according to [14].
The thesis offers formal qualitative definitions for the other concepts in Figure 5 and a plausibilistic based quantitative definition
for anonymity. To this set of properties we add that of traceability inspired by Chaum in [1]. Here we will add definitions for
(un)linkability, (un)traceability and anonymity together with a summary of the relations between them.

3.1

(Un)Linkability

Our premiss is that the relation between IOIs is causal in nature.
Thus an agent can be the initial cause of an action (by actually performing it) or indirect (by determining its performance by another
agent). Generally, if every time an IOI is manifested another IOI is
also manifested a link can be established between the two of them.
Logical implication is appropriate for expressing such a relation. By
analysing the definition for linkability in Table 2 a third party is
identified that has to be taken into consideration: the attacker who
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has to notice the link Therefore the causal relation between two IOIs
can be defined at two levels: system and agent.
3.1.1

System Level Linkability

At system level the implication takes into consideration two entities
only (any pairing between agent and action). Intuitively, every time
an IOI is manifested another IOI is also manifested.
Definition 3.1 (action-to-action linkability). Action a ∈ Act is
linkable to action a0 ∈ Act in I if
I |= ∃(A∈Ag) θ(A, a) ⇒ ∃(A0 ∈Ag) θ(A0 , a0 ).
Observaie: There are, in fact, four definitions for this concept,
one for every pairing of the two types of IOIs discussed here. To save
space however we will limit ourselves to only one exemplification for
each case.
3.1.2

Agent Level (Un)Linkability

If we take into consideration the observer Definition 3.1 will be updated to:
Definition 3.2 (action-to-action linkability). Action a is linkable
to action a0 in I w.r.t. agent I if
I |= KI [∃(A∈Ag) θ(A, a)] ⇒ KI [∃(A0 ∈Ag) θ(A0 , a0 )].
Observaie: An intuitive formulation of this relation is that when
an agent I knows that an IOI manifested itself then the same agent
I knows that a second IOI also manifested itself.
As far as unlinkability is concerned, it can be expressed by the
simple logical negation of the linkability formula:
Definition 3.3 (action-to-action unlinkability). Action a is unlinkable to action a0 in I w.r.t. agent I if
I |= KI [∃(A∈Ag) θ(A, a)] ∧ PI [∀(A0 ∈Ag) ¬θ(A0 , a0 )].
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3.2

(Un)Traceability

Traceability was introduced as a weaker form of linkability. Thus
if the latter indicates a “hard” relation (providing a high degree
of certainty) traceability rather indicates some degree o possibility.
Formally, in order to define traceability, we will make use of the
Pϕ = ¬K¬ϕ operator – complementary to the modal operator K.
Definition 3.4 (action-to-action traceability). Action a is traceable
to action a0 in I w.r.t. agent I if
I |= KI [∃(A∈Ag) θ(A, a)] ⇒ PI [∃(A0 ∈Ag) θ(A0 , a0 )].
. . . and by logically negating the above formula we get the definition for untraceability:
Definition 3.5 (action-to-action untraceability). Action a is untraceable to action a0 in I w.r.t. agent I if
I |= KI [∃(A∈Ag) θ(A, a)] ∧ KI [∀(A0 ∈Ag) ¬θ(A0 , a0 )].
Observaie: Unlike traceability, untraceability is a “hard” concept
(high degree of certainty). A similar relation can be identified between the concepts of unlinkability and linkability.

3.3

Anonymity

In [9] Halpern and O’Neill state that the basic intuition behind
anonymity is that actions should be divorced from the agents who
perform them for some set of observers.
Thus the easiest way of expressing anonymity is to say that an
agent A performs an action a and an observer I can assume, based
on the available information, that it was not actually A the author
of a.
Definition 3.6 (minimal anonymity [20]). An action a performed
by an agent A is minimally anonymous in I w.r.t. an agent I if
I |= θ(A, a) ⇒ PI [¬θ(A, a)].
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Closer to the meaning of anonymity the way it is introduced in
Pfitzmann and Hansen (Table 2) is the group anonymity:
Definition 3.7 (group anonymity [20]). Action a performed by
agent A is anonymous up to anonymity set G ⊆ Ag \ {I} in I
w.r.t. agent I if
I |= θ(A, a) ⇒ ∀(A0 ∈G) PI [θ(A0 , a)].
3.3.1

A Quantitative Plausibilistic Entropy Based Definition Of Anonymity

Given a MAS and a plausibility distribution over the set of runs,
by using the Halpern-Tuttle [11] construction, we get a plausibility
distribution, νA,r,m , over ℘() (the set of points in the system), for
each and every agent. By using the same line of reasoning from
[9, 13] we can attach semantics to plausibility expressions.
If P lA (ϕ) will be the plausibility agent A associates to ϕ in (r, m)
it will be possible for us to define a quantitative form of anonymity
by requiring that the plausibilistic entropy the agents associates to
a set of formulas to have a lower bound α:
Definition 3.8 (plausibilistic group α-anonymity). Action a, performed by agent A, is plausibilistically α-anonymous up to anonymity
set G ⊆ Ag \ {I} in the plausibilistic interpreted system I w.r.t.
agent I if
I |= θ(A, a) ⇒ Ĥ ({P lI [θ(A0 , a)] : A0 ∈ G}) ≥ α.
Observaie: This form of anonymity takes into consideration all
the information an observer has in relation to a certain anonymity
context, regardless of the way it structures its information. Since
α can take any value in [0, 1) any two degrees of anonymity can
be compared – this fact facilitating the decision if a security protocol has to be chosen. Generally, the level of anonymity increases
with the number of agents in G yet the anonymity never becomes
perfect if the number of agents is finite. Because the plausibilistic
22

entropy approaches 1 (perfection) only when the number of agents
appraoches infinity, this definition supports a this intuition.
Figure 6 summarises some relations between the anonymity related concepts.
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Figure 6: Relations between anonymity related properties.

Conclusion
Summarising the main theoretical contributions brought the following can be pointed out:
• the compilation of an MAS based epistemic logic framework to
be used for formally defining the information security related
properties;
• the definition of the introspective and extrospective equivalences over the local states of an agent providing thus means
of determining it;
• the introduction of the concept of plausibilistic entropy as a
very general measure of the degree of uncertainty in a plausibilistic context and comparing it with Shannon entropy;
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• the formalisation of the main definitions in information security identified by Pfitzmann and Hansen inside the compiled
theoretical framework – both qualitative and quantitative definitions are supported.
There are at least two directions where these results can find
applications:
• The first one is related to quantifying the degrees of anonymity
the current security protocols provide. For example we can
consider the Herbivore protocol introduced by Goel et. al. in
[3]. This is a DC-networks based protocol that uses anonymity
cliques of a certain dimension n. By using the anonymity definition based on plausibilistic entropy we can say that the maximum degree of anonymity associated to n = 64 (value is chosen
63
by the authors) is 66
∼ 0.954... thus giving us the possibility
to compare it with the degree of anonymity provided by other
protocols.
• The second application could be related to the automatic proving of the properties of security protocols. We can take for
example the MCMAS tool introduced by Raimondi and Lomuscio in [15, 12]. As an alternative, by using plausibilistic
entropy based definitions of various properties we could iterate the states of the MAS and record the maximum and the
minimum degree to which a certain property is satisfied.
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